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What are the chief obstacles cumently to your organization using the loT?
Select up 1o two.
[% respondents)

High costs of required investment

ot rirarcre T
Security/Privacy _ 26

Lack of senior management
Imowledgefccrnnu‘imeni

Weaknesses in your organisation's
technology infrastructure

Regulation
(eq. refating to data privacy)

Weaknesses in public communications
infrastructure available to your organisation

Immaturity of industry standards
cround the loT

Products or services do not have
an obvious loT element to them

General economic unceriainty _
Undeveloped consumer awareness -

Absence of business case [/ business model n

Source: Egonomit inteligence Unit, 2014,

Embedded Wisely, Embedded Widely SEAMEennorul

==

EREXRELZNESH

.m

ZE13EFHEY | BEEREEEE | ZEAXEREMA
ERAMSET ! RER -EAR #5,000 & loT 4
BEE . £EH 1&%%%%%; BEH . BEE
WEEEEEL! =% i It 3 22 4% {7 AR 28

N i : ;EhDDoSISZ%
12000 2003 [2005 2008 | 2010 |20m rmm 2015 | 2016 ;
Y ZEFIBiPhone! = ZECCIVER?
Stuxnet MBAR | AppZ RARI: HER BREE!
ISEFEATR - | iCloud % . 5. fIDDoSKIE .
BERoB4EHESE mEzgEesi € B Netflix - |
BRLR SEMRiCloud ! TwitterE &40 !

gz IE—ERE

Source: rcrwireless, campustechnology, tacnetsol. Technewsworld, IBM Secunty
Intelligence, CNN

Embedded Wisely, Embedded Widely

,-..
\.l ]



SEERWNESH

2015 F ELZNBEBERSH

9000
8000
7000
6000
5000
4000 \\\N\\ ////,H‘H““‘HH
1000 LAY
2000 /—\/\ﬁv‘/—x
1000
0
£ SN L e Sl s
= 2 2 2 2 3 2 2 2 s =
— Tl — R AR
R EEEL — 7 S B R fET AR B8 R
— TR e, SR 2 T E 0T}

2016 F &5 TN £

BIREH

N

9000
3000
J000
6000
5000
4000
3000
2000
1000
0 ==
oo o4 o=os e B s 8 o S
Cal Cal Cal ol el Cal Cal al el ) - =
S 8 8 8 8 8 8 8§88 2 g =
e B — AR R,
— TR E(Eot) —_ R
———ﬁfﬂ#ﬁflﬁﬂﬁ s S EEEH R cac)
g

/

BEMF, 5/FZEHEE 40,000 FELXKEFH

EREREFENCEEEa. 55T REEE
BEEERFAD N, TrendMicro, Tacert

Embedded Wisely, Embedded Widely

VBt RZ =

m, &5 i

P A7

q Sensors/
Smart
Objects

2 Way
Communication

Insert Non-
Authorized
Devices

p|®
\ f;j—m-* . @

Take
45\ Contml of

Gateways
[Routers

Smart City Standard Architecture\

= Take
R
’/ Route

Fake

Content /

Control

1/ Server

: ' ' Take
-, /i Control of
_/ the devices

AL £ E SR TR R ERE

Source: Inside Secure, Incipio, Bolt, Seeicons, iconfindar, SAPHana, Libe Riot, Comodo, Keywondsuggest, Pemode, Github, Newdesignfile
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Why ATI?
Why now?

@ Multi-device

% Artificial Intelligence

@ Serverless

Big Computing

in the Cloud

Powerful
Algorithms

E’—\@
i A | /
L e R
@\_ \ /\ / /rlﬂ

Intelligent Edge



linking

Bing
Entity Customer image search Speech AP]
feedback

Bing analysis
news search

Custom
recognition .
Language Recommendation API (CRIS) Mach!ne
Learning

Forecasting
Textanalytics

Thumbnail Academic
generatio Cognitive SerViceS knowledge

Web
language

model Kn0W|Edge

Bing Computer Vision

autosuggest vision

Emotion

Anomaly Sentiment OC
nay Sent OCR,
detection scoring Sea rCh taggtng
captioning Bing
web search

Thoughts about Al

» Security — managed or controlled?
* Innovation — connected or segregated?

* Data — shared or reserved?



Opportunities of Al

» Advance public services with Al.
* Democratize Al for all businesses.

* Build intelligent edge industry.
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Annual growth rate of the world population
_4 World population 21%

1.6%
1.4%

1.2%

0.8%
0.6%

0.2%

1760 1780 1800 1820 1840 1860 1880 1900 1920 1940 1960 1980 2000 (2020 2040 2060 2080 2100
2015

Projection

(LI Wedium Fortity Variant)

.

Data sources: Up to 2015 QuriWorldinData series based on UN and HYDE, Projections for 2015 to 2100: UN Population Division (2015) - Medium Variant,

o

The data visualization i5 taken from OurtWorldinData org. There vou find the raw data and more visualizations on this topic. Licensed under GG-BY-SA by the author Max Roser.

I0T Growth Prediction Adjusted
# In 2011, Cisco predicted 50B things to be connected by 2020
»In 06/16, Cisco adjusted the 2020 estimation
¥ 50B = 26.3B
® Imagine a world with connected devices 2-3 orders of
magnitude more than today
v And the huge amount of data they generate

® How can it be possible without dramatic increase in
spending or energy supply?

@ Grand challenges:
M Fast system design and manufacturing
B Cost/energy consumption containment

2



David Patterson Interviewed by CNBC

®Fouryears ago, Google worried that if every
Android user had 3 minutes of conversation
translated a day using machine learning,
they'd have to double their data centers

®Alphabet is spending $10B a year on capital
expenses, largely tied to Google data centers

®'TPU is running 15-30x faster and 30-8ox
more (energy) efficient than conventional
Processors

Source: www.cnbc.com, 5/6/2017

New Territory for Chip Makers

® A GPU company is currently the market leaderin deep
learning neural network platforms
v'GPU-based DNN accelerators are installed in major cloud
datacenters
v'And, most autonomousvehicle Al platforms
® A leading Semiconductor company has been making
FPGAsas Al accelerators
v It has also invested in ASIC technology (by M&A)
v'And opened Advanced Vehicle Labs
® Dozens of competing Al chip startups have emerged
in the past two years
® More solutions will evolve in the future



Deep Learning and Deep Neural Network

* Neural network inspired machine learning

v'Training and inference

v Energy efficiency increased by orders of magnitude

» Neuromorphicarchitectures: 6 orders or more expected

» Key success factors:

v'Big (effective) training data

v'Scalable DNN models

v Efficient hardware

von Neumann Architecture

Source: Newrornorphic Computing: From Matenals to

1. Simulating neural function | sitemadeame Us DOE Report. Oct. 2on
in software on conventional =
von Neumann hardware |

2. Emulating neural function ‘ =
in dedicated ANN hardware

Ouitput
Device

&

Neuromorphic Computlng From Ve Devc[opmcnt ofﬂ.ovc[ materials
Materials to Systems Architecture and devices incorporated into

* i unique architectures will allow a
rcvo[u’cionar}/ fecfmofogica[ icap
toward a fully “neuromorphic”

com putcr

e » New ncummorphic architectures
October 29-30, 2015 & 11 o _
Gaithersburg, MD ' i and novel devices needed to

P ]-’OC{ uce [OWET energy COﬂSlepﬁ()ﬂ

and enhanced computation

Organizing Committee ===
Ivan K. Schuller (Chair),
University of California, San Diego
Rick Stevens (Chair),
Argonne National Laboratory and University of Chlcaqo

-5. DEPARTMENT OF

ENERGY

Office of
Science

b



Federal Vision for Future Computing
[White paperreleased by DOE, NSF, DOD, NIST, IC (July 29, 201 6)]

®LEmerging computing architecture platforms,

neuromorphic, quantum, etc.
— Significantly enhancing performance while
reducing energy consumption by over 6 orders
of magnitude (from MWatts to Watts)

®Intelligent big data sensor: autonomous and
reprogrammable

®Machine intelligence for scientific discovery

®Cybersecurity

Final Reminder

» Thisisa ﬁnitewo rld, with limited capacity and resources
v Industrial gmw{h limited b)f economy and energy scales
# sall about replacement
v Youreplace others (live) or be replaced (die)
» Alwill be everywhere,with 10T
\/Appﬁcaﬁons and services takingadvantage of DL
# Business opportunities from
v Train ing data
v DNN models

v Efﬁcient Semiconductor
’ Newron torpf uc compuﬁng everth Laﬂy

» Taiwan: Leverage Al/10T by semiconductor
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e Al [JDeep Neural Network (DNN)-based Machine Learning

e Al system: asystem with analysis and synthesis capabilities powered by DNN-
based models running at the edge or in the cloud

e Machine learning: a universal algorithm for building a functional mapping
between sample inputs and associated outputs
— A new paradigm of software development
— Learn from many normal people

vs. Design with few gifted experts

e From Al Winter to Al Everywhere

— Algorithmic breakthrough that enables DNN Model

training of deep neural network

— Large high-quality training data set, e.g., ImageNet  Software

— Availability of high-performance GPU

2
q TRERTRR
o
e o it AT R il TN : i TR

e Z Z Al : Apply modern Al techniques to improving the value and
efficiency of existing industry segments
— Medicine: diagnostics, drug synthesis, smart hospital

— Manufacturing: defect detection, equipment maintenance, robotic manipulation
— Finance: credit assessment, personal investment, trading algorithm
— Commerce: advertisement, retail analytics, logistics planning

e AlZ % i*: Convert modern Al techniques into new systems and
products that enable applications of Al
— High-performance DNN training
— Real-time low-power DNN inferencing

— DNN-based systems: autonomous driving vehicle, autonomous drone, robot,
personal virtual assistant

=0
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e Supervised Learning: from sample input-output pairs
Labeling a training data set =» knowledge acquisition
Training to get a functional model =» knowledge transfer
& abstraction
Applying a learned model =» knowledge application
Ask the right question: Set up a proper optimization
objective function: “Like this?”

Training corresponds to multi-variable non-linear optimization
¢ Universal Approximation Theorem
¢ Gradient descent-based search

e Unsupervised Learning
— Clustering
— Factor analysis
— Auto encoding

—a
TREfHRER
‘ f s et
(R TP e N (Y 1| [ s el U R AR e M

lc

of Neural Network,ﬁ\

Fixed inpnt xg=+ 1

¥ bk(b)li)
Training: Backward Propagation € e

Activation
Function
ke 3 Output

POy

-
» ’ Sumining
. . Junetion
o 9
p . .
Input Synaptic Threshold
signals Weights

input layer activations

hidden layer 1 hidden layer 2

“local gradient”

Inference: Forward Propagation =
iz

gradients

—a
TR ER
[ i
[ NP e oY Y 1| [T s el UG E AR e R




e DNN model is software program of the future
¢ Model quality

— Innovative DNN architectures and training techniques
¢ Residual, Reinforcement and One-shot learning

— Cost-effective acquisition of high-quality training data set - E .
e Semi-automatic training data collection and labeling 3 Aawanane 1.’ j

e Automatic generation: Generative adversarial network (GAN)% :

a =]

* Remove the need for training data: Unsupervised learning  §

o Examples: (1) Retail spending of individual persons and families, (2) Up-to-date street views for
all for-driving roads, (3) Food orders in restaurants by every individual or family, and (4)
Commute trajectory of every driving commuter

e Training speed
— Minimize the number of rounds required in the training process
¢ Integrated development environment for DNN training

— Minimize the computation overhead associated with each training round
_"‘. ¢ High-performance distributed DNN training appliance: Nvidia’s DGX-1

a ; L R iy N . BN P

o Apply DNN model using specialized processor
e Cloud-based DNN inference processor | shared
— Example: Google’s TensorFlow processing unit (TPU)
» Embedded DNN inference processor el
— Low-power, low-cost and real-time Systolicdata o, : :
von A P, movement I

Exampie: Nvidia’s Xavier, intei’s iViovid nd KAiIST's CNNP .
ampie dia’s Xavier, intei’s iViovidus, and ST'sC and computing

Systolic array architecture for memory access reduction

Make the easy case fast: Big/Little

Incremental computing: Make the already seen case fast B % % W U
DNN compiler: DNN model = executable code A S ik

0 a4y S 4y % g5 g

— DNN model compression to reduce model complexity

— Memory access scheduling to maximize pre-fetch and reuse “ “ “ “ ? o ¢ *M‘MI,L

¢ Next major battleground: Vehicle computing platform for autonomous driving
— Advanced sensor IC: e.g. solid-state radar and LiDAR

-
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e Cloud Data Center
— sals

e DNN training will become a major workload of future cloud data centers

¢ In-memory computing
— Heterogeneous: CPU, GPU, FPGA and smartphone SOC
— FPGA as a DNN training platform: Compiling program into circuit

— Container-based and hypervisor-based virtualization Taditional . D‘:a?a'j,fate"
— Disaggregated architecture Retwork @ oo
e DRAM-speed storage e . X
— All flash array and 3D Xpoint: SAS = NVMe pr—uil ponl
— NVDIMM and beyond - wE

e Very-high-performance networking: Network is becoming the bottleneck
— Switch/router = network OS + merchant switch IC
— Software-based and user-programmable switch and NIC
e Cold storage: How to cost-effectively store and manage ever growing data
that will never be deleted

-
. TRBHTHRR
; nmnmm

Al

e Al systems are network connected and thus prone to cyber attacks

e White-list based cyber defense: Only allowed programs are permitted to run

— Why? No. of malwares >> no. of goodwares [ App1 ][ App2 |

— Programs in the form of executable binaries, scripts, -
Operating System |

dynamically linked libraries, kernel modules, and macros

embedded in documents

5 v
Hardware

— Checks on program inputs and configuration files
— Tamper-proof white-list enforcement even in the presence of kernel rootkits

e Program analysis-based software security -

Vulnerability

— Given a buggy program, automatically find out

Where is the bug? Is it a vulnerability? Boorstrap Payload

Melware

e How to exploit it?

e How to patch it?

Vulnerable Agplication

¢ How to develop an intrusion detection signature for it?

9 “ncryption domain data processing TRERTRR
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e Develop commercially compelling advanced Al systems using technologlcal
building blocks created in Directions 1-4

e Autonomous driving vehicle (ADV)

— Surrounding sensing, Driving decision making and Vehicle control

— Real-time video analysis for object recognition and tracking

— Multi-sensor fusion and integration

— Semi-automatic ADV training data collection for Taiwan: 100,000 KMs
¢ Self-flying long-service-time drone fleet

— Autonomous take-off, landing, hovering and flying during the nights

— Coordinated turn-taking with self-charging =

— Real-time video analysis for bridge/electric tower inspection checks/\l.r/\ -

e Personal virtual assistant
— Voice-based natural language interactions
— Senior citizen care based on living quality measurement and analysis
T BTk
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e This Al renaissance is largely attributed to advances in DNN

e Myriad applications of DNN technology are practical and compelling

— Autonomous driving car, self-flying drone, industry/service/investment robot, etc.

— Al applications for business/enterprise problems are promising: legal document analysis,

patent appllcatlon analysis, medical record and literature analysis, etc.

— Froman
e Systems enabling DNN training and inference are also commercially promising

— Competition in DNN inference processor design is like the GPU competition circa 2000

— Compiler able to perform DNN model analysis and transformation plays a crucial role

— Data center and customized appliance tailored to large-scale DNN training

e On the theory front, our understanding of why DNN is so effective in certain
application areas is still unsatisfactory: more tricks than theories
— Reminiscent of our limited understanding of human brains
— Continual innovations in DNN architectures: InceptionNet, ResidualNet, etc.

o
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Thank You!

Questions and Comments?

tcc@itri.org.tw
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